Creating a Virtual Network with Virt-manager

Our goal today will be to create three virtual machines on our host machine, network them together
using virtual bridges, and pass some very simple traffic between them. This small network will operate in
the same manner as a physical network, and will help us to better understand how the larger networks
we use every day (including the Internet) function.

To create virtual machines, we will use QEMU/KVM and Virtual Machine Manager (VMM), which are
already installed on your computer. QEMU/KVM is a virtualization software that will allow a guest
operating system to run on our host operating system. VMM is a set of tools that will allow us to create,
start, stop, and interact with guest machines.

To connect virtual machines together to form a network, we will use OpenVswitch, which is also
installed on your computer. OpenVswitch is a software that will simulate a switch (or bridge) that will
allow us to form a link between two different machines.

Our guest operating system is Ubuntu 18.04 Linux. Our guest machines will be Kali Linux. We use Kali
because it is lightweight, simple, and comes with a number of networking tools pre-installed. To begin,
we will need a disk image of Kali known as an ISO (kali-linux-2018.2-amd64.iso). An ISO file is basically a
simulation of an optical disk, and can be booted from within your virtual machine. To save time (this file
is about 2.7 GB), a copy of the kali ISO is on the server and can be quickly copied to your local file
system.

Go to the file manager in Ubuntu

and click on “Other Locations” at the bottom right of the screen
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At the bottom of the new screen enter In the field provided:

smb://172.16.3.10/software
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Connect to Server Enter server addre @ ~

and select “Connect to Server”

Connect to Server smb://172.16.3.10/software/| 0‘ v | | Connect

When prompted, check the box next to “Registered user”, and enter your credentials. This creates a
connection between your machine and the server, and allows you to see files stored there
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Now right-click on the “Documents” tab in you file browser, and choose “Open in a new window”

This will open another window with your Documents file open. Click and drag the kali.iso icon from the
server to your documents window and copy the kali image to your local file system. You now have a
copy of kali to work with, close the windows and continue.

Open a terminal on your host machine by pressing “control-alt-t”. The terminal is a tool that allows you
to interact directly with your Linux operating system. In the terminal you will see
“yourname@thismachine $”. The ‘S’ this is your command prompt, letting you know you are in the
terminal and ready to enter commands. For clarity, | will place commands in double quotes, but do not
type the double quotes, just the command.

To start the Virtual Machine Manager, enter “virt-manager”

Jthom@Fscz1: ~
it View Search Terminal Help

File Edit \
jthom@fsc21:~$ virt-managerl]




This will open a graphic window for the Virtual Machine Manager that you can interact with

Virtual Machine Manager

File Edit View Help

| =8 Open | © g

Name 4 CPUusage
v QEMU/KVM

kali-1

Running

win10

Running S —

In the upper right-hand corner of the graphic window is a computer icon, click on this to begin creating a
new virtual machine

P

The following steps will guide you through the process of creating your machine. Repeat this three times
giving each machine a unique name (Kali-1, Kali-2, Kali-3).



After clicking on the “create a new virtual machine” tab you will see the following window:

New VM

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system |
O Localinstall media (ISO image or COROM)
Network Install (HTTP, FTP, or NFS)
Network Boot (PXE)
Import existing disk image

Cancel Back Forward

Select “Local install media” (this is the default), and click “forward”

LAY

m Create a new virtual machine

; Locate your install media
Use CDROM or DVD

| No device present ¥

O Use ISOimage:

[ v | | Browse...

Automatically detect operating system based oninstall media

OS type: -
Version: -

Cancel Back Forward




Chose “browse”, then “browse local”

Vol

Volumes + Size  Format  UsedBy
kali-1.qcowz 2000Gi8 qeowz  kali-1
win10

LI BrowseLocal | Cancel

Look in “Documents” and find the kali.iso that you copied from the server in a previous step. Double
click on this file and you will be returned to the original screen

New VM >
m Create a new virtual machine

Locate your install media
Use CDROM or DVD
No device present ¥
O UseISOimage:
/nfs/home/jthom/Documents/kali-inux-2018.2 v | | Browse...

Automatically detect operating system based on install media

s type: Unknown
Version: Unknown

Cancel Back Forward

Accept all defaults and click “forward”. This screen will give options for memory size, accept defaults
and click “forward”

New VM

m Create a new virtual machine

| choose Memory and CPU settings

Memory (RAM): | 1024 = || 5P
Up to 23990 MiB available on the host

CPUs: | 1 = ar

Up to 4 available

Cancel Back Forward



The next screen will give options for storage disk size, accept defaults and click “forward”

New VM

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): (1024 = |ar |
Up to 23990 MiB available on the host ]
cPUs: [ 1 - +]
Up to 4 available

Cancel Back Forward

The next screen will allow you to name your machine, so give it an appropriate name (kali-1, kali-2, kali-
3), accept the other defaults for now and click “finish”.

New VM

m Create a new virtual machine

; Enable storage for this virtual machine
O Create a disk image for the virtual machine
' [ 20.0 - + | GiB i

203.5 GiB available in the default location

Select or create custom storage

Cancel Back Forward
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In the Kali window that pops up next, scroll down to “install”’and click enter.

In the next 3 screens accept the defaults and click enter.




[11] Configure the keyboard

Keymap to use:

Albanian

Arabic

Asturian

Bangladesh

Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

Esperanto

Estonian

<Go Back>

In the next screen you will be prompted for a hostname, accept the default and hit enter

[!] Configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Bo Back> <Cont inue>

In the next screen you will be prompted for a domain name. Leave this field blank and hit enter

[!] Configure the netwark

The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<Go Back> <Cont inue>




In the next screen you will be prompted for a root password. Enter the password “toor” (that’s ‘root’
spelled backwards) and hit enter

[11] Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root

account will be disabled and the sustem's initial user account will be given the power to
ecome root using the “sudo" comsand.

Note that you will not be able to see the password as wou tuoe It.

Root passuord:
I
L[} shou Passuord in Clear)

<6o Back> <cont inue>

You will then be asked to re-enter this password. The next screen will ask for a time zone, choose
‘pacific’

[1] Configure the clock
If the desired time zone is not listed, then please go back to the step “Choose langusge"
and select a country that uses the desired time zone (the country uhere you live or are
located).
Select your time zone:

Eastern
central
M

rizona
East Indiana
Samoa

<Go Back>

On the next screen, choose “Guided-use entire disk”

[11] Partition disks

The installer can gulde you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked uhich disk
should be used.

Partitioning method:

Guided - use entire disk and set up LW
Guided - use entire disk and set up encrypted LVM
Hanual

<Go Back>




Accept the defaults on the next screens accept the defaults

[!!] Partition disks |

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

select disk to partition:

<Go Back>

['] Partition disks |

selected for partitioning:
SCSI1 (0,0,0) (sda) - ATA QEMU HARDDISK: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

Separate /home partition
Separate /home, /var, and /tmp partitions

<Go Back>

On the next screen accept the default

1 [!!] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure iSCSI volumes

SCSI1 (0,0,0) (sda) - 21.5 GB ATA GEMU HARDDISK
1 primary 20.4 GB  f extd /
#5 logical 1.1 GB 1 suap swap

<Go Back>




and select ‘yes’

[11] Partition disks

If you continue, the changes listed below will be uritten to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following devices are changed:
SCSIL (0,0,0) (sda)

The following partitions are going to bz !armaneﬂ
partition #1 of SCSI1 (0,0,0) (sda) a:
Daf‘llllon #5 of SCSI1 (0,0,0) (sda) es sman
Write the changes to disks?

The disk image will now be written to your virtual machine’s disk

Installing the system...

Copying data to disk...

Next you will be asked if you would like to use a network mirror

[!] Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM.
This may also make newer versions of softuare available.

Use a network mirror?

<Go Back>




Select ‘yes’ and click enter. Accept the defaults on the next screen

[1] Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:// [ [user] [:pass]@]host [:port]/".

HTTP proxy information (blank for none):

<Go Back> <Cont inue>

and click enter. Kali will now access a network mirror and update itself as it is being installed. When this
is finished, you will be asked if you would like to install the GRUB menu to the master boot record

[!] Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader
on a bootable device. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUB elseuhere on the
drive, or to another drive, or even to a floppy.

Device for hoot loader installation:

(ata-0FMU_HARDDISK_QMO0001)

<Go Back>

Choose ‘yes’ and click enter. In the next screen scroll down to ‘/dev/sda’ and click enter

(image-33)



Finally, you will be asked to reboot the system

[11] Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove

the installation media, so that you boot into the new system rather than restarting the
installation.

<Go Back>

Select ‘continue’. Your kali virtual machine is now up and running. The default network for the machine
is ‘NAT’, which is a translated address from the host. We will be creating our own private network
instead, so the following steps will guide you through the process of instantiating two virtual bridges
using OpenVswitch.

Open a terminal using “control-alt-t” as you did before, and enter the command “sudo ovs-vsctl add-br
brl”. The command “sudo” gives you administrative access to the program, “ovs-vsctl” is the precursor
to all OpenVswitch commands, “add-br br1” tells the program to create a bridge called ‘br1’

jthom@fsc21 sudo ovs-vsctl add-br brif]

JEhomerscat: ~

ovs-vsctl add-br br2f]




To see a listing of the bridges you created, enter the command “sudo ovs-vsctl show”

Jthom@sc2: -

udo ovs-vsctl show
3 s 92-a054-d0ac2879e278
Bridge "brl"
Port "brl"
Interface "brl"
type: internal
Bridge "br2"
Port "br2"
Interface "br2"
type: internal
ovs version: "2.9.0"

jthom@fsc2l:~$

and you will see a listing of all virtual bridges in your host.

To connect computers to one another, a network interface card is used. We refer to this device as a NIC.
Just as we can add additional NIC’s to a physical computer, we can add virtual NIC’s to our virtual
computers. Think of a NIC as you think of a LAN port on the back of your computer. By default, your kali
machines will be created with a single NIC called ens0, which is simply the name given to the NIC so that
it can be uniquely identified. For Kali-1 and Kali-3, this is all we need. However, for Kali-2 to be
connected to both Kali-1 and Kali-3, it will need 2 NIC's.

In the VMM window (it should still be open, if not, open it with the virt-manager command) select your
kali-1 machine

Virtual Machine Manager
File Edit View Help
. (S open @ -
Name 4 CPUusage

¥ QEMU/KVM

O e
kali-2

E Running
kali-3

E Running
win10
E Running




and click on the icon to open the VM

[ Open

Shut the machine down by selecting the arrow next to the red on-off button

and select “shut down”. Once your machine has shut down, click on the ‘I’ button

and choose the “NIC” tab in the menu




In the network source tab select “Host device brl: macvtap” to choose the bridge we created. In the
Source mode tab select “Bridge”, and in the Device model tab choose “virtio”

2dd Hardware Remove | |_cancel Apply

Click “Apply” in the lower right corner, open the machine in the upper left corner, and restart the
machine using the arrow icon

Repeat this process for kali-3, except connect it to “br2” instead.

This will allow kali-1 and kali-3 to connect, but for kali-2 (our middle machine), we will need to add an
additional NIC. Follow the same steps as above to make changes to networks and bridging, and attach
the existing NIC to brl. After this we will add an additional NIC by choosing the tab at the bottom of the
menu to “Add Hardware”

Add New Virtual Hardware >

B Controller
3 Network Network source: | Host device br2: macvtap v
& Input e . I
| I Graphics Source mode: | Bridge -
W sound In most configurations, macvtap does not
p \ @  work for host to guest network
4 seria communication
=& Parallel S —
p MAC address: 52:54:00:92:35:59
| =& console
t =@ channel

Ll

Device model: virtio
USB Host Device

| PCl Host Device
Video
Watchdog
Filesystem
Smartcard

UsB Redirection
M

RNG

Panic Notifier

» Virtual port

céevraxn

Cancel Finish



We will add a Network device, connect it to br2, select ‘Bridge’, and ‘virtio’, then click ‘Finish’
We now have a kali-2 machine with two NIC's.
To attach our 3 computers using the 2 virtual bridges we created, follow these instructions:

We now have a small network of 3 computers that are connected by virtual bridges. However, for these
computers to communicate with one another, each NIC needs to have an address associated with it so
that other computers will know how to reach it. This address is an Internet Protocol, or IP address,
which you are already familiar with. All devices on the Internet, or on a network that is intended to
interact with the Internet are given an IP address. You can think of an IP address in the same way you
think of your home address...if someone wants to send you mail, this address uniquely identifies the
place the mail should be sent. There are certain rules which must be followed, just as there are rules for
your postal address.

First, for two computers to communicate directly with one another, they must be in the same sub-
network (subnet). An IP address is made up of two parts; a network address and a host address. The
network address uniquely identifies a network, and a host address uniquely identifies a particular host
device (computer) on that network. We use Classless Inter Domain Routing (CIDR) notation as a method
for allocating IP addresses to networks and hosts on the Internet. There are certain IP ranges that are
designated as private, and are used for networks that are not a part of the public Internet. In other
words, these addresses will only appear on private networks, and cannot be exchanged by routers on
the public Internet. CIDR notation works like this:

To give the NIC’s on our small network their own unique addresses, we will use a tool called “ifconfig”. If
you open a terminal on your host machine and enter the command “ifconfig”, you will get a listing of all
interfaces on your machine, along with their specific identifiers (MAC addresses), and any IP addresses
that have been assigned to them. We can also use ifconfig to temporarily assign an address to a
particular NIC. To permanently assign an address to a NIC that will persist between re-boots, a file found
at “/etc/network/interfaces” must be edited with the appropriate information. For now, this temporary
method will meet our needs.

Let’s start with kali-2. Enter “ifconfig” and you will see that there are two NIC’s; eth0 and ethl. As in the
drawing on the whiteboard, we will set ethO to the address 192.168.1.1 and eth1 to the address
10.0.1.1. This is done by entering the command “ifconfig eth0 192.168.1.1” and “ifconfig eth1 10.0.1.1.
We can now move to kali-1 and kali-3, and follow these steps again to set ethO on kali-1 to 192.168.1.10
and ethO0 on kali-3 to 10.0.1.10. If you enter the command “ifconfig” again, you can verify these
interfaces have been properly set.
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