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Introduction

Before learning about packets students will be presented
with some discussion questions. After discussing with

classmates we will have a classroom discussion about the
prompts. Students will use a guided note taker to help in

. : program the drones to carry out various
their data is being sent around the network learning about packets. Once complete students will perform

. . , .
a lab using wire shark to analyze packets and look for assignments. They will explore the drone's secur;i

fiTeLTRtacs seanE e security vulnerabilities. They will also explore methods of and try different types. (.)f. attacks agamstothe
drone. Once vulnerabilities have been discovered

securing said vulnerabilities. . .
students will work to try and find ways to secure
them

Students at Carson High school will learn about an
explore network packets. They will spend time not
only learning about what a packet is but will also
spend time dissecting them and analyzing how

DJI Tello drones will be used to explore the
application of some of the concepts learned.
Students will be tasked with learning how to

Source Destination Protocol Length Info
192.168.1.140 174.143.213.184 TCP 74 57678 —~ 80 [SYN] Seq=0 Win=5840 Len=0 MSS=1460 SACK_PERM=1 TSval=2216538 TSecr=0 WS=128
174.143.213.184 192.168.1.140 TCP 74 80 ~ 57678 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=835172936 TSecr=2216538 WS=64
192.168.1.140 174.143.213.184 TCP 57678 — 80 [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSval=2216543 TSecr=835172936
192.168.1.140 174.143.213.184 HTTP GET /images/layout/logo.png HTTP/1.8
174.143.213.184 192.168.1.140 TCP 80 - 57678 [ACK] Seq=1 Ack=135 Win=6912 Len=@ TSval=835172948 TSecr=2216543
174.143. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=1 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=2216543 [TCP segment of a reassembled PDU]
192.168. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=1449 Win=8832 Len=0 TSval=2216548 TSecr=835172948
174.143. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=1449 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=2216543 [TCP segment of a reassembled PDU] Activities
192.168.1.140 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=2897 Win=11648 Len=0 TSval=2216548 TSecr=835172948 =
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=2897 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=2216543 [TCP segment reassembled PDU]
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=4345 Win=14592 Len=@ TSval=2216548 TSecr=835172948
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=4345 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment reassembled PDU] - - -
192.168.1. 174.143.213.184 TCP 57678 - 80 [ACK] Seq=135 Ack=5793 Win=17536 Len=0 TSval=2216553 TSecr=835172961 v |EnanepsGERssighyresongw e(S12 6xbis)gisighycesycapturedi(S1263hIcs)
174.143. - 192.168.1.140 TCP 80 -~ 57678 [ACK] Seq=5793 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment reassembled PDU] El?capsulatlol? type: EtherneE gl).‘ .
192.168.1.14 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=7241 Win=20352 Len=@ TSval=2216553 TSecr=835172961 Arrival Time: Mar 1, 2011 12:45:13.466771000 PST
174.143. - 192.168.1.140 TCce 80 - 57678 [ACK] Seq=7241 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment reassembled PDU] [Time shift for tIJlS packeEi O.EJGL?OOEJEJB? seconds]
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=8689 Win=23296 Len=@ TSval=2216553 TSecr=835172961 Epoch Time: 1299912313.466771660 seconds T )
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=8689 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment of a reassembled PDU] [Time delta from previous captured frame: ©.000014000 seconds]
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=10137 Win=26112 Len=0 TSval=2216553 TSecr=835172961 [Time delta from previous displayed frame: 0.152882000 seconds]
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=10137 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment of a reassembled PDU] [Time since reference or first frame: ©.199950000 seconds]
192.168.1.14 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=11585 Win=29056 Len=0 TSval=2216553 TSecr=835172961 Frame Number: 36
174.143.213. 192.168.1.140 TCP 80 — 57678 [ACK] Seq=11585 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216548 [TCP segment of a reassembled PDU] Frame Length: 391 bytes (3128 bits)
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=13033 Win=32000 Len=0 TSval=2216553 TSecr=835172961 Capture Length: 391 bytes (3128 bits)
174.143.213. 192.168.1.140 TCP 80 — 57678 [ACK] Seq=13033 Ack=135 Win=6912 Len=1448 TSval=835172973 TSecr=2216553 [TCP segment of a reassembled PDU] [Frame is marked: False]
192.168.1. 174.143.213.184 TCP 57678 - 80 [ACK] Seq=135 Ack=14481 Win=34816 Len=0 TSval=2216557 TSecr=835172973
174.143.213. 192.168.1.140 TCP 80 - 57678 [PSH, ACK] Seq=14481 Ack=135 Win=6912 Len=1448 TSval=835172073 TSecr=2216553 [TCP segment of a reassembled PDU]
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=15929 Win=37760 Len=0 TSval=2216558 TSecr=835172973
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] Seq=15929 Ack=135 Win=6912 Len=1448 TSval=835172973 TSecr=2216553 [TCP segment of a reassembled PDU]
192.168.1. 174.143.213.184 TCP 57678 — 80 [ACK] Seq=135 Ack=17377 Win=40704 Len=0 TSval=2216558 TSecr=835172973
174.143.213. 192.168.1.140 TCP 80 — 57678 [ACK 7377 Ack=135 Win=6912 Len=1448 TSval=835172973 TSecr=2216553 [TCP segment of a reassembled PDU]
192.168.1.14 174.143.213.184 TCP 57678 — 80 [ACK] 35 Ack=18825 Win=43520 Len=0 TSval=2216558 TSecr=835172973
174.143.213. 192.168.1.140 TCP 80 - 57678 [ACK] 448 TSval=835172973 TSecr=2216553 [TCP segment of a reassembled PDU]

1 TSval=2216558 1Secr=835172973

448 T5val=835172973 1Secr=2216553 [ICP segment of a reassembled PDU]

Win=49280 Len=0 TSval=2216558 TSecr=835172973

Wireshark - Packet 36 - NCL-2015-HTTP2.pcap

Physical Layer

[Protocols in frame: eth:ethertype:ip:tcp:http:png]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]

199928 c 5 - 5 1.140 [ACK]
199936 . otle : 213.184 57678 —~ 80 [ACK]
199950 4. . . . 1.140 HTTP/1.1 200 0K
199955 . .1.14 . 213.184 57678 —~ 80 [ACK] Seq=135 Ack=22046 Win=52224 Len=0 TSval=2216558 TSecr=835172974

200580 . 5 . 213.184 57678 — 80 [FIN, ACK] Seq=135 Ack=22046 Win=52224 Len=0 TSval=2216558 TSecr=835172974
246810 . . . . 1.140 80 - 57678 [FIN, ACK] Seq=22046 Ack=136 Win=6912 Len=0 TSval=835172986 TSecr=2216558
246829 c otle 5 213.184 57678 —~ 80 [ACK] Seq=136 Ack=22047 Win=52224 Len=0 TSval=2216563 TSecr=835172986

PP PP PP PP P PR PP PP RO DD

Transmission Control Protocol, Src Port: 80, Dst Port: 57678, Seq: 21721, Ack: 135, Len: 325

Source Port: 80
Destination Port: 57678
[Stream index: 0]
[TCP Segment Len: 325]
Sequence number: 21721 (relative sequence number)
[Next sequence number: 22046 (relative sequence number)]
Acknowledgment number: 135 (relative ack number)
1000 .... = Header Length: 32 bytes (8)
Flags: 0x018 (PSH, ACK)
Window size value: 108
[Calculated window size: 6912]

> [Window size scaling factor: 64]
Checksum: 0x7d@5 [unverified]

00 26 62 2f 47 87 00 1d 60 b3 01 84 88 00 45 00 &b/G a [Checksum Status: Unverified]
00 34 cb 6b 40 00 40 06 28 dc cO a8 @1 8c ae 8f 4-k@-@- ( = Urgent pointer: ©
@ 7 NCL-2015-HTTP2.pcap Packets: 40 - Displayed: 40 (100.0%) Profile: Default ?ES;RSK ;ﬁ;’;giiﬁ’ No-Operation (NOF). Ho-Operation (NOR), Timestamps

[Timestamps]

TCP payload (325 bytes)

TCP segment data (325 bytes)

» [16 Reassembled TCP Segments (22045 bytes): #6(1448), #8(1448), #10(1448), #12(1448), #14(1448), #16(1448), #18(1448), #20(1448), #22(1448), #24(1448), #26(1448), #28(1448), #30(1448), #32(1448), #34(1448), #36(325)]

Transport Layer

Application Layer

Essential Questions

Some of the essential question's students will be
able to answer are:
* Whatis a packet?
* What kind of information can be
found in a packet?
* Why do we send data in packets?
* Are all network communication devices
secure?
* What can be done to increase communication
security
 What is encryption and why is it used?

Activities £ Wireshark v Fri 09:39

Common Security Methods

Students will explore different ways networks are secured. They will
look a different protocols that are being used and identify which
ones offer security vulnerabilities and which ones are secure. They
will explore other security methods like firewalls, Anti Malware
programs, MAC filtering, etc.. and identify their security features as
well as ways they can be fooled or bypassed. Students will also
learn about encryption, what It is and why we use it.

Evaluation

Pre-Assessment:
Students will first participate in group
iscussion and then classroom discussion based of given
prompts.

Post-Assessment:
Students will use their newly obtained knowledge to

Wireshark - Packet 36 - NCL-2015-HTTP2.pcap

w Frame 36: 391 bytes on wire (3128 bits), 391 bytes captured (3128 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Mar 1, 2011 12:45:13.466771000 PST
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1299012313.466771000 seconds
[Time delta from previous captured frame: 0.000014000 seconds]
[Time delta from previous displayed frame: 0.152882000 seconds]
[Time since reference or first frame: 0.199950000 seconds]
Frame Number: 36
Frame Length: 391 bytes (3128 bits)
Capture Length: 391 bytes (3128 bits)
[Frame is marked

se] .
me: eth:ethertype:ip:tcp:http:png] - : N IOI_ 2

[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port 0 || http2]
w Ethernet II, Src: Actionte_2f:47:87 (00:26 f:47:87), Dst: AsustekC_b3:01:84 (00:1d:60:b3:01:84)
» Destination: AsustekC_b3:01:84 (00:1d 01:84)
» Source: Actionte_2f:47:87 (00:26:62:2:47:87)
Type: IPv4 (0x0800)
w Internet Protocol Version 4, Src: 174.143.213.184, Dst: 192.168.1.140
0100 .... = Version: 4
.... 9101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©x@0 (DSCP: CS®, ECN: Not-ECT)
Total Length: 377
Identification: Ox27ed (10221)
» Flags: 0x4609, Don't fragment
Time to live: 251
Protocol: TCP (6)
Header checksum: 0x1015 [validation disabled]
[Header checksum status: Unverified]
Source: 174.143.213.184
Destination: 192.168.1.140
w Transmission Control Protocol, Src Port: 80, Dst Port: 57678, Seq: 21721, Ack: 135, Len: 325
Source Port: 80
Destination Port: 57678
[Stream index: @]
[TCP Segment Len: 325]
Sequence number: 21721 (relative sequence number)
[Next sequence number: 22046  (relative sequence number)]
Acknowledgment number: 135  (relative ack number)
1000 .... = Header Length: 32 bytes (8)
» Flags: 0x018 (PSH, ACK)
Window size value: 108
[Calculated window size: 6912]
[Window size scaling factor: 64]
Checksum: ©x7d05 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» [SEQ/ACK analysis]
» [Timestamps]
TCP payload (325 bytes)
TCP segment data (325 bytes)
» [16 Reassembled TCP Segments (22045 bytes): #6(1448), #8(1448), #10(1448), #12(1448), #14(1448), #16(1448), #18(1448), #20(1448), #22(1448), #24(1448), #26(1448), #28(1448), #30(1448), #32(1448), #34(1448), #36(325)]
» Hypertext Transfer Protocol
« Portable Network Graphics
PNG Signature: 89504e47@d0alada
Image Header (IHDR)
Image gamma (GAMA)
Image data chunk (IDAT)
Image data chunk (IDAT)
Image data chunk (IDAT)
Image Trailer (IEND)
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complete a worksheet on packets. Students will also be
given a formative assessment at the end of the unit and

again at the end of the semester.

This research is supported by NSF Award #1855159: RET Site: Research Experiences in Cybersecurity for Nevada Teachers (RECNT).




